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Experimental demonstration of a multisigner quantum digital signature system
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Quantum digital signatures (QDSs) utilize shared keys generated by quantum key distribution, thereby
providing information-theoretic security. Most existing QDS schemes, however, only support single-signer
scenarios, which limits their applications in large-scale quantum networks. Based on previous studies of
multisigner QDSs, we design and experimentally demonstrate a scalable multisigner QDS system. The results
show that the designed system enables multiple signers to jointly sign the same message while supporting
receiver verification and arbitrated validation. The single-photon count rate used in the experiment was ap-
proximately 2.6 × 104 counts/s. The measured coincidence-to-accidental ratio (CAR) was greater than 830, and
the second-order correlation function g(2)(0) was less than 0.01. The two-photon interference visibility measured
for the polarization-entangled state |�+〉 = (|HH〉 + |VV 〉)/

√
2 was approximately 99.01%, corresponding to a

quantum bit error rate below 0.495%. This work demonstrates a reliable implementation of multisigner QDSs and
may provide a practical approach to secure authentication and collaborative authorization in future large-scale
quantum networks.
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I. INTRODUCTION

Quantum information technology can achieve security at
the information-theoretic level by exploiting the basic laws
of quantum mechanics. Quantum communication [1–5], as
an important component of quantum information technology,
has attracted extensive attention. Among them, quantum key
distribution (QKD) [6,7], quantum secret sharing [8,9], and
quantum teleportation [10] are regarded as important compo-
nents of quantum communication. Quantum digital signatures
(QDSs) [11], as an important research direction that has
emerged in recent years, can not only verify the origin and
authenticity of messages but also provide security properties
such as unforgeability and nonrepudiation [12]. Therefore,
QDSs have broad application prospects in future quantum
network scenarios.

Since the concept of QDSs was proposed, extensive re-
search has been carried out on security analysis, protocol
design, and experimental implementation. Gottesman and
Chuang laid the theoretical foundation of QDSs in 2001
[11]. Subsequently, Clarke et al. presented an early exper-
imental realization, demonstrating the feasibility of QDSs
in practical optical systems [13]. With the development of
related technologies, Collins et al. further proposed and
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experimentally demonstrated more practical QDS protocols,
promoting the development of QDSs toward real-world ap-
plications [14–16]. In 2017, Yin et al. implemented a QDS
experiment over a 102-km optical fiber link, further verifying
the application potential of QDSs in long-distance quantum
communication [17]. In recent years, researchers have begun
to focus on multireceiver QDSs, networked QDSs, and iden-
tity authentication in quantum networks, and various related
theoretical protocols have been proposed [18,19]. However,
current QDS research is mainly focused on signature tasks
involving a single signer [20–23]. Existing QDS protocols
still have certain limitations in application scenarios that
require joint authorization, collaborative decision-making,
and cooperative authentication among multiple participants.
Although related technologies such as long-distance and
multinode QKD, as well as quantum networks without trusted
nodes, have made progress [24–27], the implementation of
QDS systems for multiuser scenarios remains relatively lim-
ited. Moreover, some multiuser QDS studies remain at the
theoretical stage, with limited investigation into practical im-
plementation methods and scalability. This has hindered the
application of QDSs in large-scale quantum networks to some
extent. Table I provides a quantitative comparison of repre-
sentative QDS protocols reported in recent years. Existing
schemes are primarily designed for single-signer scenarios
and often face challenges in simultaneously supporting multi-
ple signers while maintaining low resource consumption and
experimental feasibility.

In this work, we design and experimentally demonstrate
a QDS system for multisigner scenarios based on an exist-
ing multisigner QDS scheme [28]. By establishing pairwise
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TABLE I. Quantitative comparison of the designed scheme with representative QDS protocols.
√

(✗) indicates whether the corresponding
feature is supported (unsupported). N denotes the number of signers.

Ref. Multisigner Link scaling Key scaling Experiment

Clarke et al. [13] ✗ O(N ) O(N )
√

Yin et al. [17] ✗ O(N ) O(N )
√

Weng et al. [18] ✗ O(N2) O(N2) ✗

This work
√

O(N ) O(N )
√

shared keys among the signers, the receiver, and the arbitra-
tor, the designed system enables multiple signers to jointly
sign the same message. We further analyze the key resource
requirements and scalability of the system and derive the
communication link overhead and key overhead as func-
tions of the number of signers. Experimentally, we generate
polarization-entangled photon pairs in the telecommunica-
tions band based on a periodically poled lithium niobate
(PPLN) waveguide-entangled photon source. The perfor-
mance of the entangled photon source is characterized by the
spontaneous parametric down-conversion (SPDC) spectrum,
the coincidence-to-accidental ratio (CAR), the second-order
correlation function g(2)(0), and the two-photon interfer-
ence visibility. The measurements indicate that the entangled
source exhibits a high photon-pair generation rate, excellent
quantum correlation properties, and a low quantum bit error
rate (QBER), meeting the requirements of QDS systems for
high-quality key generation. On this basis, we further demon-
strate a QDS process in which four signers independently
generate signatures for the same message, verifying the feasi-
bility of the designed scheme. The designed scheme exhibits
good scalability and can be extended to support more users
by adding additional nodes in the future, providing techni-
cal support for identity authentication in quantum networks.
Combined with the demand for highly secure identity authen-
tication in smart grids and new power systems, the designed
scheme may also find applications in dispatch instruction
authorization, multiagent collaborative control, and device
identity authentication.

II. SYSTEM ARCHITECTURE
AND COMMUNICATION MODEL

A. System roles and network architecture

We consider a multisigner QDS system consisting of N
signers Si (i = 1, . . . , N), a receiver R, and an arbitrator A.
The objective of the system is to enable the receiver to verify
the authenticity of signed messages from multiple signers in
an open communication environment with potential adver-
saries. In the event of a dispute, the arbitrator performs dispute
resolution to ensure the nonrepudiation of signatures and the
trustworthiness of the system.

To support collaborative signing by multiple signers, the
system establishes shared keys through a pairwise key dis-
tribution mechanism. These shared keys enable subsequent
functional modules, including signature generation, signa-
ture verification, and arbitrated validation. This architecture
exhibits good scalability and is compatible with existing fiber-
based quantum communication platforms.

The communication model consists of quantum and clas-
sical channels. Quantum channels are employed to transmit
and measure quantum states, producing correlated data for
key extraction or source characterization. Classical channels
are used for public discussion, control signaling, and the trans-
mission of signature-related data. We assume that the classical
channels may be subject to eavesdropping or tampering by ad-
versaries. Therefore, authentication mechanisms are required
to ensure the security of classical communications.

B. Resource allocation for point-to-point key establishment

To support the multisigner signature process, the sys-
tem establishes shared keys among different entities through
a point-to-point key distribution mechanism, as shown in
Fig. 1(a). For N signers Si (i = 1, . . . , N), each signer shares
a 2n-bit key KSiR with the receiver R and an n-bit key KSiA

with the arbitrator A. The receiver R and the arbitrator A
share an n(N + 1)-bit key KRA. These keys are used to support
functional modules including signature generation, receiver
verification, signature aggregation, and arbitrated verification.
Specifically, KSiR is mainly used for signature encryption,
message authentication, and receiver verification. KSiA is used
for digest-matrix generation and arbitrated verification by the
arbitrator. KRA is used for authentication and masking when
the receiver forwards the aggregated signature data to the
arbitrator.

Owing to the use of aggregate signatures and consistency
verification mechanisms, the overhead of the arbitration stage
scales linearly with the number of signers N , resulting in
a complexity of O(N ). This design enables the arbitrator to
determine the validity of signatures, in the event of a dispute,
based on independently shared keys established with each
signer. As a result, the nonrepudiation of signatures and the
robustness of the system are enhanced. It is worth noting
that the designed multisigner QDS system performs signature
verification and arbitration based on pairwise shared keys held
by different participants. System consistency is ensured by the
verification architecture itself. This feature enables the system
to support collaborative authentication among multiple parties
while preserving the pairwise key-sharing model.

We establish a key resource model for the system. As
summarized in Table II, the key resource requirements can
be explicitly quantified. For a scenario involving N signers,
each signer Si establishes pairwise shared keys KSiR and KSiA

with the receiver R and the arbitrator A, respectively. In ad-
dition, the receiver and the arbitrator share a key KRA for
authentication during the arbitration process. Therefore, the
total number of pairwise key links required by the system
is given by Nlink = 2N + 1. This linear scaling relationship
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FIG. 1. Shared-key resource allocation and signing workflow of the designed multisigner quantum digital signatures system. (a) Pairwise
shared-key distribution among the set of signers S, the receiver R, and the arbitrator A. KSiR, KSiA, and KRA denote the shared keys between the
corresponding participants. (b) Signing, verification, and arbitration procedures.

indicates that the key resource overhead grows in a predictable
manner as the number of signers increases, providing a basis
for evaluating the system scale and throughput. The multi-
signer capability can be extended by adding signer nodes and
establishing the corresponding key links, without requiring
structural modifications to the core verification mechanisms
of the receiver and the arbitrator.

III. MULTISIGNER QUANTUM DIGITAL
SIGNATURE PROCEDURE

In this section, based on the concepts introduced in the
multisigner QDS study in Ref. [28] and combined with a
pairwise shared-key architecture, we design a multisigner
QDS procedure suitable for experimental implementation, as
shown in Fig. 1(b). The signing mechanism can be applied to
different types of information carriers, including text, images,
and video. Let the message to be signed be denoted by Mes.
The system consists of a set of signers S = {S1, S2, . . . , SN },
a receiver R, and an arbitrator A. After establishing pair-
wise shared keys through QKD, the communication entities
use these keys for multisigner signature generation, receiver
verification, and arbitrator-assisted validation. For clarity, the
multisigner signing task considered in this work is defined
as follows. Multiple signers independently generate their sig-
natures for the same message Mes. The receiver verifies the
validity of each signature and decides whether to accept it. In

TABLE II. Key resource requirements and scalability of the de-
signed multisigner QDS system. N denotes the number of signers,
and n denotes the key length required for a single signing operation.
The receiver and arbitrator key overheads scale linearly with N .

Resource item Exact value

Number of signers N
Number of pairwise key links 2N + 1
Key requirement per signer 3n
Key requirement for receiver n(3N + 1)
Key requirement for arbitrator n(2N + 1)

the event of a dispute, the arbitrator performs arbitration based
on independently shared key information.

A. Signature generation by signers

During the signature generation stage, each signer inde-
pendently performs the signing operation. First, signer Si

generates a message authentication code MACS
i for the mes-

sage Mes based on the shared key KSiR established with the
receiver. Specifically, HMAC − SHA256 is employed to con-
struct the message authentication tag, and an n-bit message
authentication code is generated [29,30]:

MACS
i (KSiR, Mes) = Hash

(
(KSiR ⊕ T2)‖

Hash
(
(KSiR ⊕ T1)‖Mes

))
,

(1)

where T1 and T2 denote the inner and outer padding con-
stants used in HMAC − SHA256, respectively. The message
authentication code is mainly used to resist active tampering
attacks on the classical channel, and its security is based on
standard computational security assumptions.

Subsequently, signer Si uses an n-bit quantum random
number Ri to construct the feedback polynomial of the linear
feedback shift register [31,32]. Taking KSiA as the seed, signer
Si generates an n × m Toeplitz matrix HS

i and performs a
matrix-vector operation over GF(2) to obtain an n-bit message
digest [33,34]:

Digi = HS
i × Mes. (2)

Finally, the signer encrypts the digest and the random number
with the shared key KSiR to generate an individual signature:

Sigi = KSiR ⊕ (Digi‖Ri ). (3)

The signer then packages the message and the corresponding
signature data as δi = (Mes, Sigi, MACS

i ), and sends it to the
receiver.

In the above process, for the ith signer Si, the generated
signature data consist of three parts: the message authentica-
tion tag MACS

i based on the shared key, the digest bit string
Digi generated from the random seed, and the corresponding
signature tag Sigi. For a given key-length parameter n, the
length of Digi is n bits, and the length of Sigi is 2n bits.
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During the verification stage, the receiver and the arbitrator
only perform consistency checks and threshold judgments on
the structured data described above. They do not need to re-
cover or reconstruct the original keys. This allows the system
to maintain low computational and storage complexity when
extended to multiple signers.

B. Verification by the receiver

In the receiving stage, the receiver obtains δi from
N signers. The receiver first computes MACR

i using KSiR

and Mes, and checks whether the following condition is
satisfied:MACR

i = MACS
i . If this condition holds, the mes-

sage authentication tag of signer Si is regarded as valid. If the
authentication of any signer fails, the corresponding signature
is rejected.

For the authenticated signatures, the receiver decrypts each
signature using the shared key KSiR and recovers the digest and
the random number:

DigR,i‖RR,i = KSiR ⊕ Sigi. (4)

The receiver then aggregates all digests and random numbers
as follows:

SigR = (DigR,1 ⊕ · · · ⊕ DigR,N‖RR,1‖ · · · ‖RR,N ) ⊕ KRA.

(5)
Finally, the receiver packages the aggregated signature data
as δR = (Mes, SigR), and sends them to the arbitrator A for
subsequent arbitration.

From the perspective of verification, the design converts
the task of individually verifying the validity of each signature
in a multisigner scenario into the verification of consis-
tency relations among multiple signatures. While preserving
the pairwise key-sharing model, this approach reduces the
verification complexity and communication overhead in the
arbitration stage. This design is particularly suitable for sce-
narios in which the number of signers increases.

C. Arbitration by the arbitrator

To improve the auditability and reliability of the system
in dispute scenarios, this work adopts a two-layer verifica-
tion structure consisting of receiver verification and arbitrated
validation. The receiver R first independently verifies the sig-
natures from each signer based on the shared key KSiR. When
further confirmation is required or a dispute occurs, the arbi-
trator A performs arbitrated consistency verification using the
independent key KSiA shared with the signer.

The arbitration process is as follows. First, the arbitrator
unmasks the aggregated signature sent by the receiver using
the shared key KRA:

KRA ⊕ SigR = DigA,O‖RR,1‖RR,2‖ · · · ‖RR,N . (6)

Then, the arbitrator regenerates the Toeplitz matrix Hc
i using

KSiA and the corresponding random number RR,i. The matrices
are applied to Mes over GF(2) to perform the matrix-vector
operation:

DigA,T = (Hc
1 ⊕ · · · ⊕ Hc

N ) × Mes. (7)

Finally, the arbitrator compares the two digest results:
DigA,O = DigA,T . If this condition holds, the arbitrated veri-
fication is successful; otherwise, the signature is rejected.

Since receiver verification and arbitrated verification are
based on different key views, this structure can reduce the
potential risk introduced by a single verification node and
provides an auditable decision mechanism for multisigner
scenarios. In addition, the signing process is built on the
shared-key relationships established among the entities, and
its overall security is guaranteed by the underlying key-
establishment mechanism.

This work focuses on the architecture and experimental
realization of a multisigner QDS system. Therefore, we do
not provide a rigorous security proof of the designed scheme.
Instead, we discuss its security from the design perspective.
First, the designed scheme is secured by keys generated
through QKD. According to the no-cloning theorem and
the measurement-disturbance principle, an external attacker
cannot obtain valid key information without being detected.
Second, the designed scheme provides a certain degree of
unforgeability. The signature generation process requires both
the key shared between the signer and the receiver and the
key shared between the signer and the arbitrator. Even if an
attacker obtains the public message, it is difficult to construct
a valid signature without access to all the required key infor-
mation. Finally, for an individual signer, the designed scheme
provides nonrepudiation. When a dispute occurs between
the receiver and the signer, the arbitrator can review the sig-
nature result, thereby reducing the possibility that the signer
denies having sent the message. In addition, if the message
content is modified, the corresponding digest result and au-
thentication tag will also change. Therefore, the receiver can
detect message tampering in a timely manner. It should be
noted that this work does not yet consider practical issues
such as collusion among malicious internal nodes or device
imperfections. These issues require further investigation in
connection with specific application scenarios. Overall, under
the combined action of quantum key distribution, secure di-
gest generation, and the arbitration mechanism, the designed
scheme can meet the basic requirements of identity authen-
tication, message integrity, and accountability in multiparty
joint signing scenarios.

IV. MULTISIGNER QUANTUM DIGITAL SIGNATURE
SYSTEM BASED ON A HIGH-QUALITY ENTANGLED

PHOTON SOURCE

In this section, the PPLN ridge-waveguide entangled
photon source used in the multisigner QDS system is exper-
imentally characterized (Fig. 2). The pump seed is provided
by a continuous-wave laser centered at 1550.65 nm and then
amplified with an erbium-doped fiber amplifier (EDFA). The
amplified light is filtered to suppress noise. Subsequently,
pump light is generated through second-harmonic genera-
tion and coupled into a Sagnac interferometer. A PPLN
ridge waveguide employing type-0 quasi phase matching is
integrated into the interferometer. Polarization-entangled pho-
ton pairs are produced via the SPDC process, with the
waveguide temperature stabilized at 62.72◦C. The generated
entangled photon pairs are routed to different users by a
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FIG. 2. Experimental setup of the multisigner QDS system based
on a PPLN ridge-waveguide entangled photon source. The PPLN
ridge waveguide is embedded in a Sagnac interferometer for the gen-
eration of polarization-entangled photon pairs. The entangled photon
pairs are distributed through DWDM channels to construct pairwise
shared keys among the signers, the receiver, and the arbitrator. DM,
dichroic mirror; QWP, quarter-wave plate; HWP, half-wave plate;
PBS, polarizing beam splitter; DPBS, dual-polarization beam split-
ter; DHWP, dual half-wave plate; Coupler, fiber coupler; DWDM,
dense wavelength division multiplexer; PPLN, periodically poled
lithium niobate.

dense wavelength division multiplexer (DWDM) according
to the selected channels. Each user is equipped with a po-
larization analysis module and can choose either the Z or
the X basis for polarization analysis. Photons are detected
by superconducting nanowire single-photon detectors, whose
detection efficiency is approximately 80% and whose dark
count rates are 40–110 cps. The fiber attenuation coefficient
of the quantum channel is approximately 0.2 dB/km. Finally, a
time-to-digital converter (ID900) acquires the photon arrival-
time tags, from which the coincidence counts are extracted.

To characterize the spectral coverage provided by the
PPLN waveguide, the fitted normalized SPDC conversion
efficiency spectrum is shown in Fig. 3(c). The spectrum
is obtained by fitting the experimentally measured SPDC
conversion efficiency data of the PPLN waveguide. The
SPDC process is governed by energy conservation and the
quasi-phase-matching condition, and its spectral distribution
is mainly determined by the waveguide length and phase
mismatch [35–37]. The measured SPDC spectrum is cen-
tered in the telecommunication band and covers multiple
DWDM channels, indicating that the PPLN waveguide can
stably generate high-quality entangled photon pairs. In the
experiment, the CH31-CH33 channel pair was selected to
measure the photon count rate, the CAR, and the second-
order correlation function g(2)(0) under different EDFA power
levels. The CAR is defined as CAR = Ctrue/Cacc, where Ctrue

and Cacc denote the true and accidental coincidence counts,

FIG. 3. Experimental characterization of the PPLN ridge-
waveguide entangled photon source. (a) Single-photon counting rate
vs pump power. (b) CAR and second-order correlation function
g2(0) as functions of the photon count rate. (c) Experimentally
measured normalized SPDC conversion-efficiency spectrum and the
fitted curve. The colored region indicates the CH28 to CH36 DWDM
channels used in the experiment. (d) Two-photon interference fringes
measured in the Z and X basis settings, with interference visibilities
of 99.01% and 98.73%, respectively.

respectively. The second-order correlation is calculated as
g(2)(0) = (n123n1)/(n12n13), where n123 denotes the threefold
coincidence counts, n12 and n13 denote the twofold coin-
cidence counts, and n1 denotes the single-channel photon
counts. The experimental results show that the single-photon
count rate increases approximately linearly with increasing
pump power, while the multiphoton component is enhanced,
resulting in a reduced CAR and an increased g(2)(0), as
presented in Fig. 3(b). In addition, as shown in Fig. 3(d),
two-photon interference measurements were performed on
the CH31-CH33 channel pair to verify the polarization co-
herence and stability of the entangled photon source. By
adjusting the polarization analysis angle and fitting the co-
incidence counts with a sinusoidal function, a two-photon
interference visibility of 99.01% was obtained, corresponding
to a link QBER of 0.495%. These results demonstrate the ex-
cellent polarization coherence of the PPLN ridge-waveguide
entangled photon source. The other experimental channels
also exhibited similar coincidence response characteristics,
indicating good consistency of the entangled photon source
within the selected communication channels. The high CAR,
low g(2)(0), high two-photon interference visibility, and low
QBER measured for the CH31-CH33 channel pair indicate
that the entangled photon source can reliably supply high-
quality quantum resources.

In this work, we demonstrate a QDS process involving
four signers. According to the requirements of the designed
scheme, nine sets of pairwise shared keys are required. In
the experimental demonstration, the shared keys between the
signers and the receiver, between the signers and the arbitrator,
and between the receiver and the arbitrator are all generated
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FIG. 4. Experimental demonstration of the multisigner quantum digital signatures process. Four signers independently generate signatures
for the same message, “Shanghai University of Electric Power.” The receiver verifies each signature and aggregates the verified signatures, and
then sends the aggregated result to the arbitrator for arbitration. In this experiment, m = 296 and n = 256, with Mes, MAC, Dig, and Sig
lengths of 296 bits, 256, 256, and 512 bits, respectively.

by the same entangled photon source. As shown in Fig. 2,
quantum keys are extracted from the coincidence-event data
obtained from four DWDM channel pairs, namely, CH31-
CH33, CH30-CH34, CH29-CH35, and CH28-CH36. These
keys are then used to construct the shared keys among the
nodes according to the requirements of the designed scheme.
All four channel pairs participate in the multi-signer QDS
system demonstration. Since these DWDM channels use the
same entangled photon source and experimental configura-
tion and exhibit similar coincidence response characteristics,
the CH31-CH33 channel pair is selected as a representative
channel for detailed characterization of the entangled photon
source. The nine sets of shared keys required for the operation
of the designed scheme are all generated from experimentally
measured coincidence-event data.

V. EXPERIMENTAL DEMONSTRATION OF
MULTISIGNER QUANTUM DIGITAL SIGNATURES

Here, we experimentally demonstrate the designed multi-
signer QDS system, as shown in Fig. 4. In the experiment,
four signers, S1, S2, S3 and S4, dependently generate signa-
tures for the same message. After independently verifying the
signatures from the four signers, the receiver R aggregates the
signatures and sends the aggregated result to the arbitrator A
for arbitration. During the demonstration, all key resources are
derived from DWDM channel data. The signers, receiver, and
arbitrator complete the demonstration based on actually gen-
erated point-to-point quantum keys, realizing a closed-loop
verification process from quantum key distribution to digital

signatures and demonstrating the capability of extending the
system to support more signers.

VI. DISCUSSION

Taking a four-signer scenario as an example, we experi-
mentally verify the designed multisigner QDS system using
the keys extracted from the experiment. It should be noted that
the designed scheme is not limited to the four-signer scenario.
Since the designed scheme adopts a point-to-point quantum
key architecture, no additional modifications to the signature
process or verification mechanism are required when new
signers are added to the system. A new signer only needs to es-
tablish the corresponding quantum keys with the receiver and
the arbitrator to participate in the joint signing process. There-
fore, the extension from four signers to an arbitrary number
of signers essentially corresponds to an increase in key dis-
tribution resources and does not require additional functional
modules or structural changes to the signing and verification
procedures. The designed system employs a polarization-
entangled photon source based on a PPLN ridge waveguide,
which is compatible with existing wavelength-division multi-
plexing technologies and quantum key distribution networks,
providing a hardware foundation for the deployment of the de-
signed scheme in practical quantum communication networks.

The designed multisigner QDS system can be applied to
scenarios involving multiparty collaborative authentication
and joint authorization. Future work will focus on the exper-
imental validation of larger-scale signer scenarios to further
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improve the applicability of the system in practical complex
network environments.

VII. CONCLUSION

Based on previous studies of multisigner QDSs, this
work implements and experimentally verifies a system for
multisigner scenarios. The system enables multiple sign-
ers to jointly sign the same message. The obtained results
indicate that the designed multisigner QDS system can si-
multaneously accomplish joint signing, receiver verification,
and arbitrated validation, thereby verifying its feasibility
and effectiveness. The experimental demonstration in the
four-signer scenario further confirms the good scalability of
the designed scheme. By adding signer nodes and estab-
lishing the corresponding point-to-point quantum links, the
designed scheme can be readily scaled to tasks with more
signers. Combined with large-scale quantum key distribu-
tion networks, the designed scheme may provide a feasible
technical solution for applications such as multiuser se-
cure authentication, multiparty authorization, and dispatch

instruction management in smart grids within future quantum
networks.
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